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Abstract: The rapid development of Artificial Intelligence (AI) in Indonesia’s banking sector has transformed 

traditional financial services into digital-based systems that emphasize speed, efficiency, and accessibility. However, 

this transformation presents significant legal and ethical challenges related to data security, algorithmic 

accountability, and consumer protection. This study analyzes the legal framework governing AI implementation in 

Indonesian banking, focusing on the Financial Sector Development and Strengthening Law, the Personal Data 

Protection Law, the Electronic Information and Transactions Law, and the regulatory role of Bank Indonesia and 

the Financial Services Authority. The research employs a normative legal approach supported by limited empirical 

insights, combining statutory, case, comparative, and historical analyses. The findings reveal regulatory 

fragmentation and a legal vacuum concerning liability for AI-related losses, particularly in cases of algorithmic error 

and data breaches. In contrast, comparative studies of Japan and the European Union show the necessity of 

establishing AI governance based on transparency, accountability, and proportional liability. Therefore, Indonesia 

urgently requires a specific legal framework that integrates ethical, human-centered, and risk-based principles to 

ensure data security, protect consumer rights, and promote trustworthy AI implementation in the financial sector. 
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INTRODUCTION 

Banking institutions constitute a vital component of Indonesia’s modern economic 

system because they actively collect public funds and channel them back into the 

economy through various financial instruments to stimulate development and 

economic growth.
1
 The concept of banking originates from the Italian term banco, 

meaning “table,”
2
 which historically referred to the setting where early financial 

transactions and administrative activities were conducted.
3
 Within Indonesia’s legal 

framework, a bank functions as a business entity that gathers funds from the public in 

the form of deposits and redistributes them through credit and other financial 
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mechanisms to enhance public welfare.
4
 Banks perform three primary functions that 

define their essential role in sustaining economic stability.
5
 They receive and manage 

public deposits to maintain liquidity, provide credit to support productive sectors, and 

administer financial resources to ensure efficient capital allocation.
6
 As agents of 

development, banks facilitate national economic growth through credit expansion 

and investment activities. As agents of trust, they uphold the security, reliability, and 

transparency of customer assets, thereby maintaining confidence in the financial 

system.
7
 

The emergence of digital transformation driven by the Fourth Industrial Revolution 

has reshaped the operational structure of Indonesia’s banking industry.
8

 The 

integration of digital technologies and the widespread use of the internet have altered 

consumer behaviour and banking services, emphasizing efficiency, accessibility, and 

real-time interaction.
9

 Although national regulations have sought to guide the 

implementation of digital financial services, disparities in infrastructure and digital 

literacy continue to hinder full financial inclusion.
10

 The acceleration of digital 

adoption during the Covid-19 pandemic increased online transactions and digital 

payments but also revealed persistent structural inequalities in access and 

technological capacity.
11
 Consequently, the advancement of digital banking must be 

accompanied by the development of supportive infrastructure, the enhancement of 

digital literacy, and the implementation of adaptive regulatory frameworks. These 

measures are essential to ensure that Indonesia’s banking sector operates inclusively, 

transparently, and sustainably, thereby reinforcing its role as a cornerstone of national 

economic growth and stability.
12
 

The development of Artificial Intelligence represents a pivotal milestone in the 

digital transformation of the financial sector. The term intelligential, derived from 
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Latin, denotes “understanding” and reflects the ability of machines to process data, 

recognize patterns, analyze information, and make autonomous decisions that 

simulate human intelligence.
13

 Artificial Intelligence operates through two essential 

components: a knowledge base that stores facts, theories, and experiential data, and 

an inference engine that enables logical reasoning and automated decision-making.
14
 

In Indonesia, the banking industry has adopted AI through customer service chatbots 

such as Sabrina of Bank Rakyat Indonesia, Vira of Bank Central Asia, and Cinta of 

Bank Negara Indonesia. These applications enhance operational efficiency by 

facilitating customer interaction, resolving complaints, and streamlining transactions. 

Although the implementation of AI in banking has improved service quality and 

efficiency, significant challenges remain concerning data security, system integrity, and 

legal protection.
15
 

The Financial Services Authority recorded digital banking transactions in Indonesia 

exceeding 64 quadrillion rupiahs in 2023, reflecting a 13.5 percent increase from the 

previous year. This growth parallels the rise in internet penetration, which reached 78 

percent of the national population. However, the expansion of digital banking has 

also intensified the risks of cybercrime. The National Cyber and Encryption Agency 

reported more than 361 million cyberattacks throughout 2023, with the banking 

sector as a primary target.
16

 The Financial Transaction Reports and Analysis Center 

received over 1.6 million suspicious transaction reports, many of which involved data 

manipulation and digital fraud using AI technology.
17
 Approximately seventy percent 

of data breaches in the financial services sector resulted from digital security 

weaknesses, including vulnerabilities in AI system configurations and unauthorized 

data processing, which may contravene the Personal Data Protection Law.
18
 

From a legal standpoint, Indonesia faces a normative vacuum in defining liability 

for damages arising from algorithmic errors in AI-driven banking operations.
19

 The 

absence of explicit legal provisions creates uncertainty that contradicts the 
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constitutional principle of legal certainty. Moreover, algorithmic bias in credit 

assessment processes can produce discriminatory outcomes, undermining prudential 

principles and potentially harming marginalized groups. To address these challenges, 

Indonesia must establish a comprehensive regulatory framework and a robust 

supervisory mechanism that safeguard consumers, ensure data protection, and 

maintain financial system stability. Legal safeguards for AI applications are essential to 

guarantee that this technology operates in a secure, ethical, and accountable manner, 

consistent with the objectives of inclusive and sustainable economic development.
20

 

This research holds significant urgency due to several foundational considerations 

that highlight the necessity for legal reform in regulating Artificial Intelligence within 

the banking sector.
21
 The first consideration concerns the absence and fragmentation 

of existing legal frameworks, which necessitate a comprehensive study to establish a 

coherent regulatory foundation.
22

 Indonesia has not yet developed specific legislation 

that comprehensively governs the utilization and legal protection of Artificial 

Intelligence in financial institutions.
23

 Current legal instruments, including general laws 

and sectoral regulations, remain insufficient to address the complexity of data 

processing, automated decision-making, and potential violations arising from 

algorithmic operations.
24

 The second consideration involves the increasing risk of 

cybersecurity threats and the protection of customer data. Artificial Intelligence 

systems, which depend on extensive data collection and processing, expose the 

banking sector to potential data breaches, manipulation, and unauthorized access. 

These threats endanger individual privacy, create financial losses, erode public trust, 

and disrupt national financial stability.
25

 

The third consideration relates to the absence of clear legal provisions defining 

liability for losses caused by Artificial Intelligence systems. When algorithmic processes 

produce erroneous predictions or operational failures that result in customer harm, 

the law has yet to specify whether liability should rest with developers, financial 
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institutions, or other parties involved in the system’s operation.
26

 This regulatory 

vacuum generates legal uncertainty and contradicts the constitutional principle of legal 

certainty. The fourth consideration emphasizes the need to strengthen legal policies 

based on prudential principles and consumer protection.
27

 Without adequate 

supervisory mechanisms, the use of Artificial Intelligence in banking may lead to 

algorithmic discrimination, inaccurate credit assessments, and unauthorized use of 

customer data.
28

 Such practices threaten the protection of consumers and undermine 

fairness in the delivery of financial services. The fifth consideration underscores the 

importance of harmonizing Indonesia’s legal framework with international regulatory 

developments. Although Indonesia’s legal system has distinctive characteristics, 

adopting comparative insights from jurisdictions that have implemented Artificial 

Intelligence regulations can provide valuable guidance. A harmonized regulatory 

framework should uphold the values of justice, transparency, accountability, and data 

sovereignty, ensuring that Artificial Intelligence contributes to a secure, ethical, and 

inclusive financial ecosystem that supports sustainable economic development.
29

 

Research on legal protection for the implementation of Artificial Intelligence (AI) in 

Indonesia’s banking sector has attracted increasing attention from both academics and 

legal practitioners in recent years. Guswandi (2025), through his article Legal 

Accountability in AI-Driven Banking Crimes: Regulatory Gaps and the Roles of 

Developers, Owners, and Users in Indonesia, highlights the regulatory gaps in 

determining legal accountability for criminal acts involving AI in the banking sector. 

He emphasizes that the absence of clear legal norms defining the responsibilities of 

developers, owners, and users of AI technology creates legal uncertainty, which may 

harm customers and undermine public trust in the banking system.
30

 Furthermore, 

Agustianto et al. (2025), in their study Analysis of Financial Risks in Banking through 

Artificial Intelligence (AI): Legal Politics and the Potential for Legal Development, 

analyze financial risks arising from AI utilization, including algorithmic bias, data 

security issues, and system vulnerabilities. Their research stresses the importance of a 

responsive legal policy to develop regulations that can anticipate these risks while 
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ensuring ethical, secure, and accountable AI practices within Indonesia’s banking 

institutions.
31
 

Similarly, Pratama, Hapsari, and Wulandari (2024), in Bridging Regulation and 

Reality: Comparative Study of Artificial Intelligence Regulation in the Financial Sectors, 

identify a significant gap between existing legal frameworks and the actual 

implementation of AI in financial systems. Their findings reveal that consumer 

protection and supervisory mechanisms for AI applications remain inadequate, 

generating potential legal risks and hindering the establishment of an inclusive and 

safe digital financial ecosystem.
32

 In another study, Listyono, Rapini, and Farida 

(2024), through Analysis of Artificial Intelligence Implementation to Enhance 

Customer Financial Security in the Banking Sector, conduct a quantitative survey 

among bank customers in Ponorogo Regency. The results indicate that although AI-

based banking services improve efficiency and convenience, most customers remain 

concerned about data security and the lack of legal certainty in resolving disputes 

arising from AI system errors or failures.
33

 Moreover, Sitinjak et al. (2023), in their 

study Legal Protection for Customer Data Security in Internet Banking Systems: 

Evaluating Legal Frameworks for Customer Data Protection, assess the effectiveness of 

Indonesia’s legal framework for safeguarding customer data in digital banking. Their 

research concludes that, despite the enactment of several relevant laws, including Law 

No. 27 of 2022 on Personal Data Protection, practical implementation still faces 

challenges such as weak supervision, limited enforcement mechanisms, and insufficient 

remedies for affected parties.
34

 

Based on these previous studies, the urgency of this research lies in the need to 

strengthen Indonesia’s legal framework to address challenges related to data security, 

legal certainty, consumer protection, and accountability for risks associated with AI 

utilization.
35

 These prior findings provide both theoretical and empirical foundations 

for developing a more responsive legal policy toward the dynamics of AI-based 

financial technologies in Indonesia. This research aims to analyze the legal framework 

governing the implementation of AI in Indonesian banking by examining the 

provisions of the Financial Sector Development and Strengthening Law, the Personal 

Data Protection Law, and the relevant regulations issued by the Financial Services 

Authority and Bank Indonesia. The study focuses on identifying legal gaps, protecting 
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personal data, assessing algorithmic errors, and evaluating accountability for both 

banking institutions and AI technology providers. It also examines the effectiveness of 

supervisory mechanisms and dispute resolution processes related to AI use in banking. 

The expected outcome is the formulation of an adaptive model of legal protection 

that ensures legal certainty, customer protection, data security, and promotes a fair, 

safe, and sustainable digital banking ecosystem in Indonesia. 

METHOD 

This study employs a normative legal research method with a limited empirical 

approach to comprehensively analyze legal protection for the implementation of 

artificial intelligence (AI) in Indonesia’s banking sector.
36

 Through statutory, case, 

historical, and comparative approaches, the study examines positive legal regulations 

governing the financial and information technology sectors and compares them with 

international practices to strengthen the national legal framework.
37

 Using a 

descriptive-analytical specification, the research systematically explains concepts, 

practices, and legal issues arising from the use of AI and critically evaluates the 

findings through legal theories and principles to formulate responsive legal solutions. 

Data are collected from primary, secondary, and tertiary legal materials through 

library research, document review, and archival study, aiming to assess the adequacy 

of legal protection for AI implementation in the banking sector and identify areas that 

require further regulatory development in Indonesia.
38

 

RESULT AND DISCUSSION 

Digital Transformation and Fintech Development Policy in Banking Industry 

In recent decades, banking institutions have actively transformed their operational 

and service models through continuous technological innovation to strengthen 

interactions with customers.
39

 The introduction of automated teller machines in the 

1960s marked the beginning of banking digitalization, which expanded further with 

the implementation of electronic payment systems in the 1970s.
40

 The early 2000s 

witnessed the integration of online banking services that enabled customers to access 

financial transactions continuously throughout the day. The emergence of mobile-

based banking applications in the 2010s further advanced financial accessibility, 

allowing customers to conduct transactions in real time without geographical 

limitations. Since 2020, the banking sector has entered a comprehensive digital era 

characterized by a notable reduction in in-person transactions and a substantial 
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increase in digital-based activities. This evolution reflects the acceleration of 

information technology, improvements in data processing efficiency, global 

interconnectivity, and the progressive development of artificial intelligence within 

financial operations.
41
 

Artificial intelligence enhances automation in banking activities and, under effective 

risk management, strengthens the precision and speed of decision-making processes.
42

 

The application of this technology contributes significantly to the creation of 

economic value by optimizing analytical capacity and service quality. In providing 

financial services, banks recognize that human interaction remains a fundamental 

component of social and economic relations.
43

 Therefore, banking institutions 

consistently implement service standards that emphasize quality assurance, 

operational efficiency, transparency of fees, product innovation, and effective 

complaint resolution mechanisms.
44

 The implementation of banking services adheres 

to core principles of prudence, transparency, education, courtesy, efficiency, and 

customer data protection. These principles guide banks in ensuring ethical, 

accountable, and secure service delivery.
45

 Meanwhile, international practices 

highlight the importance of accessibility and inclusion as essential elements in modern 

banking systems, aiming to extend equal access for all customers, including those with 

special needs. Through adaptive and interactive digital platforms supported by 

artificial intelligence, banks strive to ensure that technological progress aligns with 

fairness, inclusivity, and the overall integrity of the financial system.
46

 

Artificial intelligence and machine learning have evolved from simple automation 

tools into strategic instruments that redefine financial services.
47

 Asset management 

companies employ artificial intelligence to analyze investment portfolios, assess 

financial risks, and optimize decision-making processes.
48

 The implementation of this 

technology covers four main functional areas: customer acquisition, regulatory 
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compliance, client interaction, and investment support.
49

 Through these applications, 

financial institutions gain deeper insight into customer behavior and preferences, 

enabling the development of personalized financial services through collaborative 

interaction between financial advisors and clients. In the capital market, artificial 

intelligence technologies such as machine learning and natural language processing 

facilitate automated trade monitoring and enhance the accuracy of anomaly detection 

systems in financial transactions.
50

 

The integration of artificial intelligence in banking relies on multiple subdisciplines, 

including machine learning, deep learning, neural networks, cognitive computing, 

natural language processing, and computer vision.
51

 Machine learning enables 

computer systems to identify data patterns and improve performance through 

experience. Deep learning enhances analytical capacity by using neural networks that 

mimic the human brain’s structure.
52

 Neural networks allow systems to process 

repetitive data to discover relationships and meanings within unstructured datasets. 

Cognitive computing replicates human interactions with machines to complete 

complex analytical tasks such as speech and text interpretation. Natural language 

processing allows computers to understand and process human language naturally, 

while computer vision empowers systems to recognize and interpret visual 

information intelligently.
53

 

The advancement of these technologies has fundamentally reshaped the global 

banking industry.
54

 The integration of financial institutions and digital technologies 

has produced new business models that enhance efficiency, transparency, and 

accessibility. In Indonesia, the rapid transformation of the banking system results from 

increasing collaboration between banks and financial technology companies.
55

 

Financial technology innovations divide traditional banking functions into specialized 

services such as digital payments, peer-to-peer lending, financial product comparison, 
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and microfinancing.
56

 The main advantages of fintech lie in its lower operational costs, 

superior value propositions, and the ease with which customers can switch services 

according to their needs.
57

 The ongoing technological revolution has accelerated 

structural changes in the banking sector, creating a fundamentally different landscape 

compared to a decade ago.
58

 This transformation occurs not only because banking 

institutions have rapidly adopted emerging technologies but also because technology 

companies have become increasingly involved in providing financial services. The 

resulting combination of collaboration and competition between these two sectors 

has given rise to new business ecosystems that redefine how banks operate, compete, 

and interact with society.
59

 

Technology companies actively drive innovation within the banking sector and 

simultaneously transform the overall structure of financial services through the 

development of financial technology.
60

 Fintech segments traditional financial service 

value chains into specialized categories such as digital payment systems, electronic 

wallets, cross-border payments, and other digital financial services.
61

 This 

development expands further through innovations including aggregators, robo-

advisors, big data analytics, peer-to-peer lending, micro-investment platforms, and 

personal finance tools, which enhance the global digital financial ecosystem.
62

 Banking 

institutions adopt fintech solutions to respond to market demands and operational 

efficiency requirements. They integrate these technologies as essential components of 

modern banking systems to improve customer experience. Fintech services fall into 

five main categories: digital payment systems, peer-to-peer lending, market 

comparison platforms, microfinancing, and crowdfunding. Digital payment systems 

facilitate everyday transactions such as bill payments and retail purchases, while peer-

to-peer lending connects borrowers and lenders directly.
63

 Market comparison 

platforms provide consumers with comparative financial product information, 
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microfinancing expands access to funding for underserved communities, and 

crowdfunding enables collective fundraising through digital platforms.
64

 

The four leading categories, digital payment, peer-to-peer lending, market 

comparison, and microfinancing, significantly reshape banking service structures.
65

 

Services that previously operated under centralized conventional banks now function 

as specialized offerings from independent digital companies.
66

 This transformation 

increases competition and challenges traditional one-stop banking models. Fintech 

achieves these changes through superior value propositions, including lower 

operational costs, enhanced efficiency, transparency, and easier service switching for 

consumers.
67

 Fintech companies improve service quality by offering user-focused, 

efficient, and rapid solutions supported by advanced technologies such as artificial 

intelligence, big data analytics, cloud computing, and blockchain.
68

 These technologies 

strengthen analytical capacity, security, and automation, reduce customer loyalty to 

traditional banks, and lower barriers to switching as digital literacy rises. Virtual 

assistants, automated service transfers, and omnichannel distribution systems reinforce 

these effects.
69

 

In Indonesia, banking institutions and fintech companies actively integrate digital 

technologies, resulting in the unbundling of banking services, reduced operational 

costs, and increased consumer mobility.
70

 The Financial Services Authority reports that 

peer-to-peer lending, digital payment, and digital finance innovations dominate the 

fintech ecosystem.
71

 Rapid growth in digital financial transactions demonstrates a 

significant shift in consumer behavior and preference toward digital services.
72

 

Traditional banks undergo comprehensive digital transformations to remain 

competitive, transitioning from legacy systems to fully digital banking frameworks in 

response to technological advancement, consumer expectations, and the demand for 
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faster, safer, and more efficient financial services. This process highlights the critical 

role of digital integration and financial innovation in establishing an inclusive, efficient, 

and competitive modern banking ecosystem.
73

 

The banking sector accelerated digital transformation in response to global 

financial challenges, technological advancements, and evolving consumer 

expectations.
74

 During the 2007–2008 Global Financial Crisis, banks shifted their 

focus to stabilizing balance sheets and complying with stricter regulations, which 

temporarily delayed the adoption of digital innovations. Meanwhile, other industries 

such as retail, travel, communications, and media had already leveraged digital 

technologies to transform operations, creating a gap in service expectations among 

younger, technology-oriented consumers. After the crisis, global banking experienced 

structural shifts, including a transition of dominance from European and American 

banks to Asian institutions, driven by economic growth in Asia and digital disruption 

that promoted innovation, operational efficiency, and competitive practices.
75

 

Fintech emerged as a critical driver of financial inclusion by reducing the unbanked 

population and expanding access to formal financial services, particularly in Asia, 

where digital payment solutions and non-bank financial platforms increased adoption 

even in rural areas.
76

 Chinese banks, for instance, expanded assets significantly while 

implementing digital ecosystems that integrated technology, infrastructure, and data 

management to maintain global competitiveness.
77

 Research highlights that digital 

transformation requires redefining institutional value propositions and restructuring 

organizations to align with Industry 4.0 innovations, including artificial intelligence, 

machine learning, cloud computing, and the Internet of Things. Four primary factors 

drive banking digital transformation: changing consumer expectations demanding 

speed, security, and cost efficiency; leveraging big data to develop information-driven 

business models; building collaborative digital ecosystems between banks, fintech, and 

technology companies to optimize service delivery; and adopting operational models 

that emphasize efficiency and financial inclusion.
78
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Regulatory authorities, such as the Financial Services Authority, support this 

transformation by providing legal frameworks for digital banking services, including 

account management, payments, lending, investments, and financial oversight while 

addressing risks related to cybersecurity and system integrity. International 

experiences demonstrate that contextualized principles, such as decentralized 

governance or human-AI collaboration, enhance service accessibility and operational 

efficiency. National strategies emphasize accountable, secure, and inclusive AI 

governance, integrating data protection principles to ensure ethical compliance and 

reinforce consumer trust. Central bank frameworks define financial technology as 

both an innovative tool and a systemic instrument with direct impacts on monetary 

stability, financial system resilience, and payment efficiency, illustrating the dual role 

of digital innovation in enhancing service provision and maintaining institutional 

integrity.
79

 

Indonesia currently lacks a dedicated legal framework that specifically regulates 

artificial intelligence in the banking sector, and existing regulations such as the 

Electronic Information and Transactions Law and the Personal Data Protection Law 

provide only partial guidance, leaving significant gaps in addressing liability, 

accountability, and data security issues.
80

 These regulatory gaps create legal 

uncertainty regarding responsibility for AI-related harms, particularly in cases 

involving autonomous decision-making that affects consumers, financial stability, or 

operational integrity.
81

 Indonesian banks, fintech companies, and technology 

providers continue to implement AI systems for credit scoring, fraud detection, 

customer service, and investment management, yet the absence of clear statutory 

provisions leaves questions of legal liability unresolved, especially when system errors 

or algorithmic bias cause financial or reputational losses. Comparative analysis with 

Japan shows that liability currently falls on human actors or corporate entities, as AI 

does not hold legal personhood, while European Union regulations, including the 

Artificial Intelligence Act and the AI Liability Directive, classify AI systems by risk levels 

and establish obligations for transparency, accountability, and human-centered design. 

Drawing from these international frameworks, Indonesia has begun developing a 

national AI strategy to provide ethical guidelines, infrastructure support, and 

regulatory clarity, aiming to ensure that AI deployment aligns with human oversight, 

consumer protection, and national interests. Implementing these measures will 

strengthen legal certainty, enhance accountability, and enable the responsible use of 

AI technologies in the Indonesian banking sector.
82
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Legal Challenges in Protecting AI Applications in Banking 

Artificial intelligence has fundamentally transformed the structure and operation of 

many industries, and the banking sector has become one of the fastest to adopt this 

technology.
83

 Banks actively utilize artificial intelligence to ensure data accuracy, 

strengthen transaction security, and enable real-time decision-making. The application 

of this technology does not only improve operational efficiency but also serves as a 

proactive measure to prevent complex financial crimes.
84

 The widespread use of 

artificial intelligence in banking demonstrates the urgency of establishing strong 

governance systems that combine technical, legal, and ethical dimensions. Such 

governance must ensure that every algorithm and system functions transparently, 

responsibly, and in accordance with principles of accountability. Banking institutions, 

regulators, and technology developers share the responsibility to implement artificial 

intelligence in a manner that upholds ethical standards, protects personal data, and 

prevents misuse for criminal purposes.
85

 The strengthening of governance frameworks 

will enable the banking sector to maintain innovation while ensuring security and 

public trust. Through structured and accountable management, artificial intelligence 

can become a reliable instrument in supporting financial integrity and preventing 

criminal activities within the banking system.
86

 

The Financial Services Authority has established Regulation Number 11 of 2022 on 

the Implementation of Information Technology by Commercial Banks and Regulation 

Number 17 of 2023 on Commercial Bank Governance to strengthen the legal 

foundation for artificial intelligence in the banking sector.
87

 However, these 

regulations and the Personal Data Protection Law Number 27 of 2022 remain general 

and do not clearly define liability when artificial intelligence operates 

autonomously.
88

 This condition creates uncertainty because the existing legal system 

still depends on human intent as the basis for criminal responsibility, making it 

difficult to determine accountability when harm results from algorithmic actions.
89

 

The principle of legal protection requires the state to guarantee the safety and rights 

of its citizens through clear and enforceable legal mechanisms. Preventive protection 
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must ensure that the development and use of artificial intelligence in banking do not 

create opportunities for crimes such as money laundering and digital fraud. At the 

same time, repressive protection must provide corrective measures when violations 

occur. Developers and banking institutions must take responsibility by ensuring that 

artificial intelligence systems function transparently, can be audited, and meet ethical 

and regulatory standards. Banks must also strengthen risk management, conduct 

regular audits, and ensure that employees understand the technical and legal 

implications of artificial intelligence. Through consistent supervision, accountability, 

and collaboration with regulatory authorities, the banking sector can ensure that 

artificial intelligence operates responsibly, supports financial integrity, and enhances 

public trust in the national banking system.
90

 

The banking industry has extensively integrated artificial intelligence into its core 

operations through various applications such as fraud detection systems, credit scoring 

mechanisms, chatbot-based customer services, robo-advisory platforms, and biometric 

authentication technologies.
91

 These technologies demonstrate that artificial 

intelligence has become an inseparable component of modern banking activities, 

functioning not only as an operational instrument but also as a legal entity subject to 

regulatory control. Although the implementation of artificial intelligence improves 

efficiency and accuracy, it simultaneously raises complex legal questions concerning 

accountability for system errors, compliance with data protection standards, and the 

distribution of responsibility among developers, owners, and users.
92

 The 

confidentiality and privacy of customer data represent a central obligation in banking 

operations, particularly in the digital era marked by the growing use of artificial 

intelligence. The law requires every banking institution to safeguard customer data, 

including information processed by artificial intelligence systems such as credit scoring, 

fraud detection, and chatbot services. However, existing legal norms were formulated 

based on human conduct, creating uncertainty when data breaches occur through 

autonomous algorithmic processes rather than intentional human actions.
93

  

The reliance on intent as the foundation for liability highlights the inadequacy of 

current legal frameworks in addressing artificial intelligence operations. Therefore, the 

banking sector must adopt a risk-based approach that establishes strict accountability 

for developers and owners of artificial intelligence systems, ensuring compliance and 

responsibility regardless of the level of algorithmic autonomy. Each activity involving 

data processing by artificial intelligence must comply with legal and ethical principles 
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to protect customer privacy and prevent unauthorized data disclosure. Developers 

and banking institutions must embed accountability mechanisms within system design, 

conduct continuous supervision, and implement transparent operational procedures. 

By adapting confidentiality obligations to technological realities, the banking industry 

can ensure that artificial intelligence operates responsibly, maintains public trust, and 

upholds the integrity of Indonesia’s financial system.
94

 

Users of artificial intelligence, including bank employees and customers, hold an 

important role in ensuring that this technology operates safely, ethically, and in 

accordance with legal principles. Their responsibility must exist within a structured 

chain of accountability in which education and awareness support, but do not replace, 

the primary legal duties of developers and owners. Employees must possess the 

competence to operate artificial intelligence systems effectively and to identify 

potential legal violations arising from algorithmic misuse.
95

 Customers must 

understand both the technological functions and the legal implications of interacting 

with artificial intelligence systems, including their rights and mechanisms for seeking 

redress in the event of harm. Educational initiatives should extend beyond technical 

training to include awareness of compliance obligations and legal accountability, 

allowing users to act as active participants in maintaining responsible and lawful 

artificial intelligence practices. The effective prevention of banking-related crimes 

requires close and continuous collaboration between developers, owners, and users 

under clear and enforceable regulatory frameworks.
96

 Developers must ensure the 

reliability and security of artificial intelligence design, owners must demonstrate due 

diligence in operational oversight, and users must interact with artificial intelligence 

systems responsibly and within legal boundaries. This integrated model of 

accountability aligns preventive and corrective legal protections, ensuring that each 

actor contributes to a balanced and secure technological ecosystem. With transparent 

governance, robust risk management, and comprehensive user education, artificial 

intelligence can evolve into a reliable legal and technological instrument that supports 

the integrity, stability, and security of the banking system while reducing the risk of 

technology-driven financial crimes.
97

 

Singapore has implemented a comprehensive regulatory framework for artificial 

intelligence in the financial sector through the Monetary Authority’s FEAT principles, 

which emphasize fairness, ethics, accountability, and transparency. These principles 

require financial institutions to ensure that every algorithm functions transparently 

and that accountability remains with the institution, regardless of human involvement. 

In contrast, China has adopted a centralized and stringent approach through the 
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Cyberspace Administration of China, requiring prior approval of artificial intelligence 

systems before deployment to maintain financial stability and prevent systemic risks. 

China’s model represents a preventive, state-controlled mechanism that focuses on 

mitigating risks before they occur rather than imposing sanctions afterward. The 

comparison between these countries shows that Indonesia’s current regulatory 

framework remains limited, as existing policies emphasize procedural compliance 

without providing clear doctrinal guidance on algorithmic accountability, artificial 

intelligence autonomy, or the distribution of legal responsibility.
98

  

To address this gap, Indonesia must reform its policies by adopting a strict liability 

model or a reverse burden of proof mechanism for artificial intelligence developers 

and owners. Such a framework would ensure that accountability does not depend 

solely on human intent but also covers autonomous algorithmic actions. Policy 

reform should not remain reactive but must evolve adaptively to anticipate 

technological advances and emerging risks. Collaboration among government 

institutions, academic experts, and industry practitioners is essential to formulate legal 

doctrines that ensure both innovation and protection. Indonesia’s regulatory 

framework must combine preventive measures, such as risk assessment and pre-

implementation evaluation, with repressive measures, including sanctions for misuse, 

to align with international best practices while maintaining local relevance. By 

integrating legal compliance, ethical standards, and technological oversight, Indonesia 

can strengthen its capacity to prevent artificial intelligence misuse and ensure that 

technological development proceeds in harmony with justice and public interest.
99

 

Regular supervision ensures that the use of Artificial Intelligence operates within 

safe and lawful boundaries. Institutions implement periodic audits to detect potential 

irregularities or misuse at an early stage, allowing authorities to take immediate 

corrective action. Law enforcement agencies impose firm sanctions on individuals or 

organizations that misuse AI to maintain accountability and deter violations. The 

application of penalties, including fines, license revocation, or other proportional 

legal measures, strengthens the integrity of AI governance. Indonesia must adjust its 

legal framework by applying strict liability principles or a reverse burden of proof to 

AI developers and owners to ensure responsibility rests with those who design and 

control AI systems rather than requiring proof of human intent.
100

 

Government institutions, industries, and academic sectors cooperate to ensure that 

AI systems comply with legal and ethical standards. This collaboration allows 

regulations to adapt to technological developments and to be implemented 

effectively across different sectors. Public education about AI, including its potential 

benefits and risks, raises digital literacy and fosters public awareness of responsible 
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technology use. A well-informed society can monitor and evaluate the application of 

AI to prevent potential abuse.
101

 Technology developers maintain transparency in 

algorithmic processes to allow the public to understand how AI operates and to 

identify unfair or harmful outcomes. Protection of personal data remains essential to 

prevent data leakage and misuse. Developers uphold fairness and accountability in 

every stage of AI development to ensure that the technology benefits society 

equitably. Whistleblowing mechanisms support this integrity by providing safe and 

confidential channels for reporting misconduct. Researchers continually examine AI 

safety to anticipate possible risks and develop preventive solutions before negative 

impacts arise. Risk assessments evaluate both operational and legal responsibilities to 

ensure that liability remains clear when AI causes harm. International cooperation 

plays a critical role in aligning Indonesia’s regulatory framework with global standards 

to maintain consistency and fairness in the use of AI. Law enforcement authorities 

strengthen their capacity through training and technological enhancement to handle 

AI-related cases effectively. Continuous dialogue on accountability and legal 

recognition of AI ensures that Indonesia’s legal system remains dynamic, coherent, 

and responsive to technological advancement.
102

 

CONCLUSION 

Based on the discussion presented above, it can be concluded that, first, the 

development and implementation of Artificial Intelligence in Indonesia have actively 

transformed the legal enforcement system and digital governance, particularly within 

the banking and financial sectors, by enhancing efficiency, accuracy, and transparency 

in legal processes and public service delivery. Government institutions and private 

organizations increasingly apply AI to automate complex tasks, optimize decision-

making, and facilitate real-time monitoring, thereby improving operational 

effectiveness. Despite these benefits, the widespread use of AI introduces significant 

challenges related to regulatory gaps, ethical considerations, and cybersecurity risks. 

Second, the existing legal framework, including the Electronic Information and 

Transactions Law, the Personal Data Protection Law, and the Law on the 

Development and Strengthening of the Financial Sector, does not explicitly address 

legal responsibility for the outcomes generated by AI systems. This lack of clear 

regulation creates uncertainty in determining civil and criminal liability for damages 

resulting from algorithmic errors, data breaches, or violations of privacy. 

Comparative studies of international practices in the European Union and Japan 

highlight the necessity of integrating principles of accountability, transparency, and 

prudence into AI governance to ensure that technological advancement aligns with 

human rights protection. In response to these challenges, Indonesia must actively 

develop specific AI regulations that define responsibilities, establish mechanisms for 

oversight, and incorporate ethical and cybersecurity standards. The regulations should 

also delineate proportional liability for developers, service providers, and users while 

safeguarding individual rights. Implementing such a regulatory framework would 
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support the modernization of the legal system, mitigate potential harms, and ensure 

public trust in digital governance. By embedding justice, accountability, and risk 

management into national AI policy, Indonesia can create a sustainable legal 

environment that balances innovation with societal protection and positions the 

country to leverage AI strategically in advancing both financial and public sector 

services. 
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