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Abstract: Indonesia’s national stability and long-term development face serious threats from terrorism and 

radicalism. Despite introducing anti-terrorism laws and deradicalization programs, efforts mostly rely on repressive 

strategies. They often fail to address the ideological roots of the problem. This research aims to assess the need for 

reforming deradicalization policies within a framework of sustainable peace. Such a framework emphasizes the 

balance between security, social justice, and human rights. Using a juridical-normative and comparative policy 

approach, the research looks at Indonesia and Malaysia. The findings indicate that Indonesia’s deradicalization 

efforts are fragmented, lack inter-agency coordination, and lack a comprehensive, multidimensional foundation. In 

contrast, Malaysia offers a more cohesive model, characterized by institutional synergy and moderate religious 

education, achieved through partnerships with Islamic authorities. These findings underscore Indonesia’s need for 

reforms in deradicalization. Such reforms should integrate structural and psychological interventions, enhance 

institutional accountability, promote cross-sector collaboration, and encourage public engagement. Achieving 

sustainable peace against evolving radical threats requires human-centered, law-based approaches to promote 

long-term resilience and inclusivity. 
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INTRODUCTION 

The progress of national development will inevitably be hindered, and achieving 

national objectives will become increasingly difficult if domestic security is 

compromised. Threats to security may emerge from both internal and external 

sources and can take various forms, including both military and non-military 

challenges.
1
 One of the most pressing threats is the rise of exclusivism, manifested 

through intolerance and radicalism, which directly undermines national stability and 

security. These threats are closely linked to multiple factors, including socio-economic 

conditions of society, advancements in communication and information technologies, 

geographical vulnerabilities, and the readiness of law enforcement and public order 

institutions to anticipate and respond effectively to crime.
2
 

This condition underscores the need to view national security through a broader 

lens, one that includes the evolving social and ideological dynamics within society. 
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Radicalism tends to flourish when national values and tolerance are eroded by 

narrow, exclusive interpretations of these values.
3

 Therefore, it is essential to 

acknowledge that threats to national security are not limited to physical violence or 

armed conflict but also include ideological infiltration that endangers national 

cohesion. In fact, the seeds of intolerant ideologies and behaviors though initially 

confined to a small segment of society, have become the foundation for the 

emergence of radicalism and terrorism. Alarmingly, intolerance is no longer limited to 

fringe groups but has increasingly infiltrated the younger generation, including 

adolescents and schoolchildren, spreading like a "virus" across various layers of 

society.
4
  

Indonesia serves as a prominent example of a nation actively combating terrorism. 

Notable early incidents include the Jakarta Stock Exchange bombing in 2000, 

followed by the first and second Bali bombings in 2002 and 2005. Since the reform 

era, Indonesia has responded to these threats by strengthening its counterterrorism 

framework, notably through the establishment and operational authority of the 

National Counterterrorism Agency (BNPT). The Indonesian government recognizes 

that countering terrorism requires more than just law enforcement; it must also 

involve proactive prevention efforts. Given the close relationship between radical 

behavior, intolerant attitudes, and acts of terrorism, addressing the roots of radicalism 

is essential. Therefore, the mitigation of radical and intolerant mindsets is a critical 

step toward effectively eradicating terrorism.
5
  

The national terrorism index reflects that the challenge of terrorism in Indonesia 

has not been optimally addressed, as shown by the fluctuating threat levels. In 2024, 

the index increased from 3.99 in 2023 to 4.17. Between 2002 and 2023, Indonesia’s 

terrorism index averaged 5.11, reaching a peak of 6.55 in 2002 and its lowest point 

of 3.92 in 2008. These variations suggest that the core problem lies not only in the 

acts of terror themselves but also in the persistent ideological roots, namely, 

radicalism fueled by intolerance and narrow interpretations of belief systems.
6
 

Perpetrators of terrorism often subscribe to radical ideologies that reject diversity 

and promote uniformity in thought and belief. Such attitudes manifest as intolerance, 

denying the validity of differing perspectives, delegitimizing others’ beliefs, and 

imposing one’s worldview as absolute.
7
 Characteristics of radical behavior include a 

refusal to accept difference, the conviction of sole religious truth, and the assertion of 
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moral superiority. This ideology often results in destructive actions such as vandalism, 

defamation, violence against people, and the targeting of public infrastructure that is 

perceived as contradicting their beliefs.
8
  

Radicalism and terrorism are inextricably linked. An ideology that is intolerant and 

harbors animosity toward those who differ from it is known as radicalism. Terrorist 

activities are not driven by material gain; rather, they are motivated by the pursuit of 

non-material benefits, which are often classified as ideological or political.
9
 Terrorist 

activities are not the exclusive domain of a specific religious, national, or ethnic group; 

they have been perpetrated by anyone at any time throughout history. Additionally, 

terrorism disregards universal humanitarian principles and values that are just and 

civilized. Terrorism is the result of a dogmatic and textual interpretation of religion, 

which grants terrorist acts religious legitimacy.
10
 Terrorism fails to acknowledge that 

the act of respecting life and treating oneself well will result in the well-being of 

others. This eliminates the inclination to cause injury or death. The primary cause of 

the emergence of radicalism in Indonesia is the inability of certain groups to tolerate 

differences, driven by a variety of factors. The approach to religion of radicals is a 

prominent characteristic, as these groups hold varying perspectives on religious 

teachings. The use of violence and other ruthless methods to achieve their objectives 

legitimizes acts of terrorism, which is a distortion of religious teachings.
11
  

Terrorism is a unique form of criminal activity due to its distinct characteristics 

compared to other types of criminal activity. Terrorism is even regarded as an 

extraordinary crime and an enemy of humanity (hostis humanis generis). In Indonesia, 

state policies regarding the management of radicalism and terrorism have 

encountered significant opposition from certain Muslims, particularly radical groups 

themselves. This is due to the fact that efforts to eradicate radical groups are 

contingent upon a single approach: Security.
12

 Generally, current deradicalization 

activities lack a defined scope of work, and the programs primarily target non-radical 

groups. Deradicalization is the process of transitioning from radicalism to moderation, 

or from holding radical attitudes to embracing humanism.
13
 

To achieve its goals effectively, the government implements the Deradicalization 

Program in stages. However, these initiatives have failed to make a significant impact 
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in tackling terrorism. This failure stems from the program's inability to directly 

challenge or dismantle the core ideologies of its participants. Rather than eliminating 

radical beliefs, the government’s efforts tend to focus solely on modifying external 

behaviors. Moreover, because the program does not impose concrete obligations on 

its participants, it undermines the essential element of accountability. As a result, it 

weakens the justice system’s commitment to fairness, legal certainty, and the broader 

public interest.
14
 

Evaluations of current deradicalization programs reveal a complex landscape 

characterized by significant challenges and inconsistent outcomes. These programs aim 

to disengage individuals from extremist ideologies and support their reintegration 

into society; however, their success often depends on several key factors, including 

economic support, community involvement, and ideological clarity. In Indonesia, the 

Penta-Helix approach emphasizes the need for cross-sector collaboration to address 

region-specific issues, promoting a more tailored and responsive strategy for 

deradicalization.
15
  

The program's overall success is significantly impacted by the significant challenges 

it encounters, despite its existence since 2012. The challenges are as follows: 

inadequate funding, inadequate prison facilities, and an absence of comprehensive 

post-release support for former inmates.
16
 Indonesia’s deradicalization program faces 

a fundamental challenge: public resistance to the reintegration of former militants 

undermines even well-intentioned efforts. While Law No. 22 of 2022 establishes a 

legal framework, inconsistent policy implementation and a lack of political consensus 

limit its impact. Recidivism remains problematic, with some former offenders 

returning to terrorist activity. However, the program could be improved by fostering 

stronger community engagement, leveraging social media, and deepening 

international cooperation. Success requires overcoming concerns about human rights 

and community skepticism. Ultimately, the program’s long-term effectiveness depends 

on striking a balance between security, societal acceptance, and the protection of 

human dignity.
17
 Indonesia monitors its counterterrorism efforts under the authority 

of Law Number 15 of 2003. However, this law has proven ineffective in curbing 

violence linked to terrorism, as it inadvertently encourages the spread and use of 

weapons.
18
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The Indonesian government demonstrates a strong commitment to 

counterterrorism efforts through various legal and institutional measures. This is 

reflected in the enactment of Law Number 5 of 2018 on the Eradication of Criminal 

Acts of Terrorism, Presidential Regulation Number 12 of 2012 concerning the 

National Counterterrorism Agency (BNPT), and the deployment of the Indonesian 

National Armed Forces (TNI) under the Military Operations Other Than War (OMSP) 

mandate. The police, supported by the elite Detachment 88 Anti-Terror unit and 

national intelligence services, form the backbone of the country’s counterterrorism 

apparatus. Complementing these efforts, the Indonesian Ulema Council issued Fatwa 

Number 3 of 2004, which explicitly declares terrorism as haram (forbidden). Despite 

having a solid legal framework to combat terrorism, Indonesia still faces significant 

gaps in its deradicalization policy, particularly in terms of regulations that thoroughly 

address the ideological roots of radicalism.
19

 Current deradicalization programs 

remain heavily focused on security and behavioral change, lacking a strong legal 

foundation that mandates structured and long-term engagement from offenders. 

Moreover, no existing regulation effectively mandates the coordinated involvement 

of state institutions, religious leaders, and educational actors within a single, 

integrated legal framework to curb the spread of radical ideologies. Therefore, legal 

reform in deradicalization is urgently needed to build sustainable peace, ensuring not 

only the effectiveness of strategies but also the protection of human rights and the 

application of restorative justice principles.
20

 

Indonesia and Malaysia play major roles in Southeast Asian counterterrorism, both 

facing similar threats from radical networks. Critics argue Indonesia's deradicalization 

program lacks clear structure and effectiveness, as some participants return to 

terrorism. In contrast, Malaysia's program is seen as a model, praised for its 

comprehensive use of both hard and soft strategies to address terrorism's ideological 

and organizational roots.
21
 Malaysia's centralized and comprehensive deradicalization 

policy strategy offers numerous advantages over Indonesia's approach. Malaysia's 

deradicalization initiatives are characterized by a top-down approach that 

incorporates a range of rehabilitation components, including theological, 

psychological, and vocational training. This approach has been demonstrated to be 

effective in reducing recidivism and terrorism incidents among former detainees.
22

 

Several factors, including the similar regional context, the efficacy of various 

strategies, and the need for ongoing improvement in counterterrorism efforts, have 

led Indonesia to compare its deradicalization program with Malaysia's. Both nations 

need to learn from each other's strategies and experiences, as they both encounter 
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substantial obstacles from terrorism and radicalism. Indonesia can enhance the 

robustness and effectiveness of its program by identifying potential areas for 

development and adaptation in its deradicalization efforts through an analysis of 

Malaysia's approach.
23

 

Former terrorist convicts have a high likelihood of reoffending, as demonstrated by 

Rohadhatul Aisy's prior research. Ineffective correctional facilities, a lack of adequate 

accommodation after release, and a strong societal stigma are among the many 

factors that contribute to the radicalization of former terrorist convicts, which in turn 

encourages them to reintegrate into their former radical communities.
24

 Additionally, 

research conducted by Agus Purnomo and Kardi has demonstrated that the 

enhancement of religious moderation by PTKIN in the prevention of radicalism, a 

component of counterterrorism, has not had a substantial impact. The regional 

conditions in which PTKIN are situated are insufficient to distinguish programs that 

aim to enhance religious moderation. Consequently, this does not affect their ability 

to prevent radicalism, particularly terrorism. The legal structure and substance are 

among the factors that hinder the implementation of Law Number 5 of 2018, 

particularly in enhancing religious moderation.
25

 In the interim, Sumarwoto et al.'s 

research indicates that terrorism is a human-caused disaster that typically manifests as 

organized criminality. The prevention of terrorism cannot be achieved solely through 

a legal approach; it must also consider all facets of society. In the interim, the 

eradication of terrorism aims to combat terrorism, uncover and manage criminal cases 

and terrorist perpetrators by establishing the stages involved in the crime of terrorism, 

from handling to investigation, and imposing sanctions on terrorist perpetrators. The 

National Counterterrorism Agency (BNPT) in Indonesia conducts deradicalization for 

terrorists, their families, and sympathizers, while counter-radicalization is conducted 

for the general public to enhance the deterrent effect of radical terrorism. Indonesia 

has implemented a variety of policies to combat terrorism and promote 

deradicalization. In contrast, Thailand lacks a specific statute related to terrorism. This 

is associated with the monarchy system that is currently in place in that nation. The 

policy exclusively pertains to the establishment of tactical institutions that operate at 

the operational level of counterterrorism.
26

 

While previous studies have primarily focused on the implementation and 

weaknesses of ongoing deradicalization programs, this study highlights the pressing 

need for legal reform to redesign these initiatives in a more comprehensive and 

justice-oriented manner. Unlike earlier research, this study emphasizes the importance 

of integrating legal justice, effective prevention, and sustainable peace into the core of 
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deradicalization efforts.
27

 Through a normative and conceptual juridical lens, this 

research identifies critical legal gaps that have undermined the effectiveness of existing 

programs, most notably, their failure to address the ideological foundations of 

radicalism and the absence of a robust, integrated legal framework.
28

 Despite 

Indonesia’s implementation of various strategies to combat terrorism and radicalism, 

the current deradicalization efforts remain insufficient. The lack of a coherent legal 

structure has hindered their ability to produce meaningful ideological transformation 

and social reintegration. Therefore, comprehensive legal reform is essential not only 

to regulate behavior but also to confront the underlying ideological and structural 

factors that fuel radicalization. Such reform must be grounded in the principles of 

justice, responsive to evolving threats, and aimed at establishing sustainable peace in 

the long term. 

METHOD 

This research uses a normative juridical method, focusing on the analysis of positive 

legal norms such as legislation, legal doctrines, and prevailing legal principles.
29

 The 

research aims to assess the legal shortcomings in Indonesia's deradicalization policies, 

particularly in relation to the effectiveness of the legal framework governing efforts to 

prevent and counter terrorism and radicalism.
30

 Within the scope of deradicalization 

legal reform, the study critically examines the concept of sustainable peace by 

analyzing key national legal instruments such as Law Number 5 of 2018, policies 

issued by the National Counterterrorism Agency (BNPT), and fundamental principles 

of human rights and legal justice. These elements form the basis for proposing a more 

holistic and equitable approach to regulatory reform in the field of deradicalization.
31
 

RESULT AND DISCUSSION 

Structural and Regulatory Inadequacies in Indonesia’s Deradicalization Policy 

Different interest groups often interpret the concept of radicalism in varying ways. 

Broadly, radicalism refers to a religious movement that uses violence to completely 

reshape the existing social and political structures through a religious lens. Religious 

radicalism often originates from political movements grounded in rigid, 

fundamentalist doctrines that reject compromise, reinterpretation, or moderation. 

Meanwhile, terror begins as a psychological state, an intense fear caused by perceived 

threats, both individually and collectively. Terrorism, in contrast, is a deliberate 
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method or strategy derived from those psychological conditions, designed to instill 

fear and panic. According to Article 1, paragraph (1) of Law No. 15 of 2003 on the 

Eradication of Criminal Acts of Terrorism, terrorism is defined as an illegal act 

committed systematically to undermine national and state sovereignty. These acts 

involve the use or threat of violence to create widespread fear, result in mass 

casualties, deprive others of their rights, lives, or property, or cause significant 

damage to strategic infrastructure, the environment, public facilities, or international 

institutions.
32

 

The European Convention on the Suppression of Terrorism (ECST) of 1977 marked 

a pivotal moment in broadening the understanding of terrorism. It shifted the focus 

from “Crimes against the State” to “Crimes against Humanity.”
33

 The latter refers to 

deliberate acts meant to instill fear within the public, individuals, or organizations. 

There is no universally accepted international legal definition of terrorism. However, 

this does not negate its criminal nature. National legal definitions remain valid, and 

the severity of terrorist acts warrants their classification as "extraordinary crimes." This 

is justified because terrorism is typically carried out by highly organized groups with 

substantial financial resources and strategic planning. These acts challenge state 

authority and also cause widespread civilian casualties.
34

 

Indonesia adopts a dual strategy in combating terrorism, using both hard and soft 

power. Hard power is exercised by the Indonesian National Armed Forces (TNI) and 

the National Police (Polri), as mandated by Law No. 34 of 2004. Soft power is 

employed through deradicalization programs that focus on ideological rehabilitation. 

Internationally, Indonesia engages in bilateral and multilateral counterterrorism efforts. 

Key regional collaborations include the ASEAN Chiefs of National Police 

(ASEANAPOL), the ASEAN Regional Forum (ARF), and the ASEAN Ministerial 

Meeting on Transnational Crime (AMMTC). Broader platforms, such as APEC and 

ASEM, also facilitate counterterrorism discussions. The rise of radicalism and the 

shifting global security landscape present ongoing challenges. Concerns over potential 

human rights violations and unprofessional enforcement practices add further 

complications.
35

 

Indonesia’s deradicalization policy is grounded in a comprehensive legal 

framework that provides a multifaceted strategy for countering radical ideologies 

among terrorist detainees. Key regulatory instruments, such as SOPs within 

correctional institutions, Presidential and Ministerial Regulations, and the Anti-

Terrorism Law, support efforts focused on prevention, rehabilitation, and 
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reintegration. Effective implementation relies on strong cross-sectoral coordination 

across legal, educational, and social domains. Indonesia’s legal framework for 

deradicalization is anchored by Law No. 22 of 2022, which prioritizes a human 

rights-based and politically consistent approach to counterterrorism. The amendment 

of Law No. 5 of 2018 further strengthens this foundation by promoting a balanced 

approach between national security and fundamental rights. These laws address 

military involvement, detention, and arrest, underscoring the government’s 

commitment to a comprehensive and rights-respecting response to radicalism and 

terrorism.
36

 

Indonesia’s National Action Plan for the Prevention and Mitigation of Violent 

Extremism aims to ensure comprehensive policy measures by focusing on preventing 

the emergence of beliefs and behaviors that support terrorism. However, the 

effectiveness of these policies largely depends on how well they are implemented and 

the extent to which the government can foster meaningful public engagement.
37

 In 

the context of deradicalization, policy adequacy refers to the formulation of strategies 

that effectively prevent radicalization and support individuals in disengaging from 

extremist ideologies. It involves not only the creation but also the implementation of 

policies that successfully address the issues they target. Achieving policy adequacy 

requires a balanced integration of political will, operational capacity, and analytical 

insight to ensure that the resulting strategies are both practical and comprehensive. 

When policies are poorly designed or lack sufficient foresight, implementation failure 

becomes a significant risk. Regulatory failure occurs when laws or policies fail to 

achieve their intended goals, often due to flawed design, weak enforcement 

mechanisms, or conflicting interests. Such failures are common in public regulation 

and are frequently analyzed through various theoretical lenses, such as public interest 

theory or private interest theory, each offering different perspectives on the 

underlying causes.
38

 Nevertheless, the policy framework's efficacy is primarily 

determined by its implementation at the field level, particularly in deradicalization 

initiatives conducted in correctional institutions, despite its normative design to 

prevent and address violent extremism.
39

 

Correctional institutions implement deradicalization programs that emphasize the 

rehabilitation, re-education, and resocialization of terrorism convicts. Through an 

interdisciplinary approach that incorporates psychology, religion, and socio-cultural 

education, the objective is to reestablish a moderate mentality in individuals. 

However, the implementation of these programs is hindered by a variety of obstacles, 

including the uncooperative character of certain inmates, minimal staffing, and 
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inadequate facilities.
40

 To ensure effective deradicalization, it is also necessary to have 

clear regulations and the involvement of relevant institutions. Although Indonesia's 

deradicalization policy is comprehensive, it faces several obstacles, including the 

effective implementation of the policy in correctional institutions, human rights 

concerns, and policy consistency. The efficacy of these endeavors can be enhanced by 

incorporating international best practices and emphasizing community-based 

approaches. It is crucial to address human rights criticisms and guarantee that the 

policy is not excessively punitive or discriminatory.
41
 

The overlapping institutional mandates between the National Counterterrorism 

Agency (BNPT) and the Special Detachment 88 (Densus 88) represent a critical 

weakness in Indonesia’s deradicalization policy. Although BNPT is normatively 

responsible for formulating and executing counterterrorism strategies, including 

deradicalization, Densus 88, operating under the Indonesian National Police, has also 

undertaken similar initiatives involving rehabilitation and reintegration. This overlap 

has led to program redundancy, budget inefficiencies, and unclear lines of 

accountability. Moreover, coordination among ministries and agencies remains weak 

and fragmented due to the lack of a binding and effective coordinating mechanism. 

Despite the BNPT’s formal coordinating role, key stakeholders, such as the Ministry of 

Religious Affairs, the Ministry of Social Affairs, and the Ministry of Law and Human 

Rights, often act independently, lacking sectoral integration.
42

 The deradicalization 

program targets a broad spectrum of individuals, suspects, detainees, prisoners, ex-

convicts, and those exposed to radical ideologies and operates through collaboration 

among various government agencies. It follows a multi-phase process: identification 

and assessment, rehabilitation, re-education, and social reintegration. Effective 

implementation of this program requires optimal resources, strong coordination, and 

a consistent strategy. Moreover, successful counterterrorism relies on democratic and 

inclusive approaches that win the hearts and minds of the population. Globally, long-

term success requires multilateral, human-centered strategies that address underlying 

injustices.
43

  

The government’s role as a regulator is to ensure balanced development through 

clear and fair legal guidance. However, Indonesia’s Anti-Terrorism Law still contains 

notable weaknesses, especially in the limited authority and operational scope granted 

to investigative and intelligence agencies. While reform is necessary, such efforts must 

proceed cautiously to avoid infringing on human rights and civil liberties. The law 

currently grants law enforcement broad powers to arrest, detain, search, and 
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interrogate individuals suspected of terrorist involvement, powers that risk overreach 

if left unchecked.
44

 

Indonesia’s commitment to human rights is firmly rooted in its second 

constitutional amendment. The ratification of the International Covenant on Civil 

and Political Rights (ICCPR) through Law No. 12 of 2005 strengthens this. Yet, the 

existing Anti-Terrorism Law often prioritizes repressive and preventive measures. It 

offers minimal safeguards for the civil rights of suspects and detainees. This creates 

regulatory tension with the constitutional and international principles of 

proportionality, non-discrimination, and fair trial. Moreover, the broad and 

sometimes ambiguous definition of “terrorism” risks criminalizing dissent and 

ideological beliefs.
45

 This can lead to excessive and potentially unjust prosecutions. 

Therefore, the reform of Indonesia’s deradicalization policy is not a matter of choice 

but a normative and strategic necessity. Deradicalization must move beyond being a 

mere security tool and instead embrace a holistic framework that ensures justice, 

reintegration, and respect for human dignity. Reform efforts must align with 

restorative justice, strengthen cross-sectoral accountability, and embed democratic 

values to build a sustainable, rights-based approach that resists a return to 

repression.
46

 

The Implementation of Deradicalization in Malaysia 

Radicalization and terrorism in Malaysia arise from local, regional, and 

technological factors, compounded by historical ties to extremism and the nation's 

geographic position.
47

 Malaysia counters these risks with integrated strategies, 

geospatial analysis, and deradicalization programs. Neighboring conflict-prone regions 

further expose the country to cross-border threats.
48

 Malaysia's Special Branch 

Counter Terrorism Division reported that 98% of terrorist supporters and members in 

the country were recruited online, underscoring the crucial role of digital platforms in 

spreading radical ideology.
49

 The primary radical extremist group in Malaysia is 

known as Kumpulan Militan Malaysia (KMM). Founded by Zainul Ismail on October 

12, 1995, KMM claims to protect the Muslim community in Malaysia through what it 
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interprets as jihad. The organization originated as an alumni network of Malaysian 

graduates from religious institutions in Indonesia, India, and Pakistan. According to 

the Royal Malaysia Police (RMP), most KMM members are Malaysian nationals who 

have undergone military training in countries such as Pakistan, India, and various 

parts of the Middle East. Some members also participated in the Afghan jihad against 

Russian forces. KMM’s primary objective is to destabilize the Malaysian government 

through acts of terrorism, including efforts to incite ethnic and religious tensions. In 

addition to KMM, Jemaah Islamiyah (JI) is another significant radical organization 

operating in Southeast Asia. Although JI is often associated with the Indonesian Darul 

Islam (NII) movement, its formal development began in Malaysia in 1985 under the 

name Gerakan Jamaah, which was later changed to Jemaah Islamiyah on January 1, 

1993.
50

 

Malaysia’s primary state-mandated intelligence agency for counterterrorism is the 

Counterterrorism Division of the Royal Malaysia Police (RMP), tasked specifically with 

addressing threats posed by Daesh militants. Over recent decades, Malaysia has faced 

various threats from both domestic and transnational militant groups, including the 

Japanese Red Army, Communist guerrillas, Al-Maunah, Jemaah Islamiyah, and the 

Abu Sayyaf and Sulu insurgents. However, Daesh is perceived as a more formidable 

threat due to its advanced technological capabilities, large-scale operations, and 

transnational reach. Daesh effectively exploits social media to spread its ideology, 

attracting a small number of Malaysian recruits by promoting narratives of 

“martyrdom” and the idealized “Islamic State.” Notably, Daesh targets not only 

Westerners and non-Muslims but also Muslim-majority countries that diverge from its 

extremist vision of jihad. Its rise has triggered significant developments in 

securitization and counterterrorism efforts globally, particularly within the Muslim 

world.
51
 

In Malaysia, the RMP is also responsible for managing the nation’s deradicalization 

program. This process begins with arrest and detention, during which the RMP 

conducts immediate interrogations. Once critical information is gathered, suspects are 

charged under the Prevention of Terrorism Act (POTA), which allows the authorities 

to detain individuals suspected of terrorism related activities without a prior criminal 

conviction. After this legal process, confirmed terrorists proceed to the prison-based 

deradicalization phase, where structured interventions are conducted to disengage 

them from extremist ideologies.
52

  

The Counterterrorism Division of the Royal Malaysian Police (RMP) plays a pivotal 

role in Malaysia’s national counterterrorism strategy. Adopting a soft-touch, top-

down approach, the division has successfully reduced the incidence of terrorist 

activities and curbed militant recruitment. Its primary mission is to enhance 

operational expertise and develop effective strategies to combat organized crime, 

violence, and money laundering. This division actively identifies potential threats 

posed by individuals or groups in public spaces while coordinating surveillance, risk 
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assessments, and response planning. It systematically analyzes intelligence data and 

recommends legal measures against actors involved in militant threats or activities that 

pose a national security risk. In addition to enforcement, the division is responsible for 

arresting and prosecuting suspected militants in accordance with relevant legal 

frameworks. Moreover, it implements rehabilitation programs for former detainees to 

prevent recidivism and support reintegration, forming a comprehensive effort to 

neutralize extremist threats.
53

 

The Department of Islamic Development Malaysia (JAKIM) received the 

deradicalization program from the RMP. JAKIM is a government department in 

Malaysia responsible for addressing issues related to Islam, including the correction of 

deviant ideologies and beliefs within the Muslim community, Islamic outreach, and 

ensuring the halal status of food and beverages.
54

JAKIM plays a vital role in 

Malaysia’s deradicalization efforts by identifying misinterpretations of Islam held by 

terrorist convicts and providing them with targeted religious counseling. In 

collaboration with the Ministry of Religious Affairs, JAKIM selects qualified religious 

teachers (ustadz) and Islamic scholars (ulama) to engage directly in the 

deradicalization process. These religious figures are committed to correcting the 

flawed ideological views of the inmates, many of whom hold distorted 

understandings of Islamic teachings.
55

 Malaysia places strong emphasis on religious 

rehabilitation, recognizing that addressing extremist ideology at its root is essential to 

combat radicalism effectively. In addition, Malaysia has shifted from an executive-

dominated approach to a criminal justice model that prioritizes prosecution and 

introduces specific terrorism-related offenses. This transition aims to establish a fair 

and sustainable legal foundation for counterterrorism. To further weaken the 

influence and social legitimacy of terrorist groups, Malaysia also applies an 

intelligence-driven strategy that seeks to neutralize threats with minimal use of force.
56

 

It is crucial to understand how deradicalization policy approaches in other 

countries can offer Indonesia novel perspectives as part of a comparative effort. 

Malaysia, a neighboring country with a similar social and cultural context, provides a 

structured deradicalization policy model; however, it also encounters challenges. 

Consequently, the subsequent table provides a comprehensive analysis of the 

deradicalization policies of Indonesia and Malaysia, encompassing regulatory, 

institutional, and programmatic components, as well as implementation challenges 

and evaluations of policy effectiveness.
57

 

 

 
53

 Mukhriz Mat Rus, ‘Malaysia’s Counter-Terrorism Policy: Shifting From The Executive-Based To The 

Criminal Justice Approach?’, UUM Journal of Legal Studies, 13.No.1 (2022), 409–29 

https://doi.org/10.32890/uumjls2022.13.1.16  

54
 Siti Zubaidah Abu Bakar and Mohd Mizan Aslam, ‘Ongoing IS Radical Ideology in Malaysia: Factors 

and Counter Strategies’, UMRAN - International Journal of Islamic and Civilizational Studies, 6.3 

(2019), 115–25 https://doi.org/10.11113/umran2019.6n3.362  

55
 Muhammad Rizwan, Sara Batool, and Sarmad Ali Khan, ‘De-Radicalization Programs in Muslim 

Countries: A Critical Analysis’, Global International Relations Review, IV.IV (2021), 9–20 

https://doi.org/10.31703/girr.2021(IV-IV).02  

56
 Syahrir Mujib and Mhd Halkis, ‘Upaya Pemerintah Malaysia Menanggulangi Masalah Terorisme’, 

Sospol, 8.2 (2022), 225–40 https://doi.org/10.22219/jurnalsospol.v8i2.22549  

57
 Opacin and Čehajić-Clancy. 

https://doi.org/10.32890/uumjls2022.13.1.16
https://doi.org/10.11113/umran2019.6n3.362
https://doi.org/10.31703/girr.2021(IV-IV).02
https://doi.org/10.22219/jurnalsospol.v8i2.22549


 Muchamad Maskyur Alkhuseri, et al. (The Sustainable Peace Towards Legal Deradicalization Reform) 

 
 

Journal of Sustainable Development and Regulatory Issues               447 

Table 1. Comparison of Deradicalization Policies in Indonesia and Malaysia 

Element Indonesia Malaysia 

Main Legal Basis Law No. 15 of 2003 in 

conjunction with Law No. 5 of 

2018, Law no. 22 of 2022, 

Presidential Decree 7/2021, 

Minister of Law and Human 

Rights Regulation, BNPT SOP. 

SOSMA 2012 (Security 

Offences), POTA 2015 

(Prevention of Terrorism Act), 

and Penal Code Chapter VIA. 

Detention Model Based on the criminal justice 

system, with preliminary 

evidence and court proceedings. 

Detention without trial for up to 

2 years through POTA. 

Implementing Agency BNPT, Densus 88, Ministry of 

Law and Human Rights, 

Ministry of Religion, and 

Ministry of Social Affairs. 

Royal Malaysia Police 

(Cawangan Khas), Jabatan 

Jabatan, Majlis Agama 

Deradicalization Approach Rehabilitation, re-education, and 

reintegration through religious, 

psychological, and social 

approaches. 

Religious-based re-education 

(moderate Islam) in a special 

rehabilitation center. 

Transparency and Public 

Evaluation 

There is access to evaluation by 

academics and the media; 

however, there is still criticism 

regarding accountability. 

Minimal transparency, no public 

involvement and independent 

review. 

International Cooperation Active in ASEAN, UNODC, and 

GCTF. 

Limited, relying more on 

bilateral intelligence 

coordination. 

Human Rights Criticism The use of broad definitions of 

terrorism and the potential for 

over-criminalization. 

Sharp criticism of arbitrary 

detention and violations of fair 

trial. 

Focus of Deradicalization 

Targets 

Prisoners, ex-prisoners, families, 

sympathizers, general public. 

Terror detainees, sympathizers, 

and potential recruits within 

certain communities. 

Evaluation of Effectiveness BNPT claims success, but there is 

no standardized monitoring 

system yet. 

With almost no public data 

available, effectiveness is more 

narrative. 

Sources: processed by the author 

Malaysia has demonstrated relative success in centralizing the implementation of 

deradicalization programs, as shown in the accompanying table. The Royal Malaysian 

Police, the Prisons Department, and the Religious Council work together within a 

unified institutional framework. Rehabilitation centers across the country emphasize 

moderate Islamic teachings as the foundation for re-education and ideological reform. 

Malaysia’s experience highlights that successful deradicalization policies rely on several 

factors. These include institutional integration, clearly defined target groups, an 

inclusive religious approach, transparency, and ongoing evaluation. If applied 

selectively and contextually, these elements offer valuable insights. Indonesia can 
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utilize them to strengthen its own deradicalization efforts, promote sustainable peace, 

protect human rights, and ensure social justice.
58

 Despite its relative effectiveness, 

Malaysia’s counterterrorism strategy still faces several challenges. Structural issues, such 

as corruption, weak border control, and regulatory gaps in the private sector, pose a 

threat to the long-term sustainability of its efforts. The continued spread of radical 

ideologies demonstrates that institutional reform alone is insufficient. Eliminating 

terrorism demands persistent and adaptive strategies. Even so, Malaysia’s holistic 

approach balances international collaboration, religious rehabilitation, and law 

enforcement. This provides a solid framework to address the complex and evolving 

threat of radicalization and terrorism. 

The Sustainable Peace Towards Legal Deradicalization Reform 

Addressing terrorism requires a multidimensional approach that considers its 

psychological, ideological, structural, and environmental roots. Radical groups 

increasingly exploit technological advances such as digital platforms, transportation, 

and communication networks to disseminate extremist ideologies and facilitate 

recruitment and mobilization.
59

 Indonesia’s archipelagic geography further 

complicates prevention efforts, as it provides numerous official and unofficial entry 

points, making surveillance and control more difficult. Terrorism in Indonesia is not 

solely a legal or law enforcement issue; it is intricately tied to broader socio-cultural, 

economic, and national resilience concerns. Effective counterterrorism strategies must 

strike a balance between protecting state sovereignty and upholding human rights, 

both for victims and for those accused of terrorism.
60

 Structural factors, particularly 

religious misunderstandings, play a significant role in radicalization.
61

 While a deep 

understanding of religion fosters tolerance, superficial knowledge can breed 

extremism. Therefore, deradicalization must be paired with ideological reform and 

structural improvements across societal sectors.  

Radical movements, whether left- or right-wing, generally reject compromise and 

seek rapid societal transformation. Such movements often emerge in societies 

undergoing turbulent transitions, where dissatisfaction with existing systems fuels 

extremism. Indonesia currently adopts a welfare-based approach to counter radicalism 

through a National and Regional Synergy Task Force comprising 38 ministries, 

institutions, and community groups. This initiative emphasizes both physical and non-

physical development, supporting small enterprises and community empowerment, 
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while promoting deradicalization and counter-radicalization programs to prevent the 

ideological spread.
62

 

To effectively counter radicalism, strategies must address its structural roots, rather 

than just its surface symptoms. Sustainable peace provides a framework for achieving 

this by promoting legal, political, and social reforms that foster resilience and social 

cohesion.
63

 True sustainable peace goes beyond ending armed conflict; it requires 

inclusive and just conditions established through coordinated policies, including robust 

deradicalization efforts.
64

 In the realm of law and security, sustainable peace 

represents a multidimensional approach aimed at preventing the recurrence of 

violence and promoting long-term societal stability. This requires integrating human 

security, justice, good governance, and development to create equitable and inclusive 

structures that uphold peace.
65

 At its core, sustainable peace aligns with the notion of 

positive peace, which addresses the root causes of conflict and builds environments 

that protect democratic values and human rights. Achieving this vision requires a shift 

from conventional, state-centric security paradigms to a more holistic human security 

model, one that encompasses economic, environmental, and digital dimensions in its 

strategy.
66

 

Indonesia’s deradicalization policies remain fragmented and heavily reliant on a 

repressive, security-driven approach. To achieve sustainable peace, the government 

must initiate comprehensive policy reforms that prioritize multi-sectoral cooperation, 

enhanced moderate religious literacy, and active civil society participation in the 

deradicalization process. These reforms should establish a strong framework for 

institutional accountability, clearly defined roles across agencies, and a coherent legal 

foundation. With such improvements, deradicalization efforts can evolve beyond 

merely suppressing extremism to strengthening social cohesion, public trust, and long-

term national stability.
67

 A core strategic priority lies in harmonizing and enhancing 

regulatory frameworks governing deradicalization and counterterrorism. The current 

Anti-Terrorism Law is widely criticized for its formalistic and repressive orientation, 

which often fails to address the root causes of terrorism and may even contribute to 
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future cycles of violence.
68

 Delegating broad authority to security forces without 

sufficient oversight risks enabling state-perpetrated violence against civilians, 

essentially, a form of state terrorism. Evidence suggests that harsher penalties alone do 

not deter terrorist behavior. Therefore, the government must undertake a thorough, 

critical review of the Anti-Terrorism Law, considering both its legal substance and its 

political implications. The goal is to avoid amendments that could undermine 

national unity, while steering policy toward a more just, effective, and democratic 

counterterrorism framework.
69

 

For deradicalization efforts to succeed, they must be supported by enhanced 

national intelligence capabilities that can proactively monitor and anticipate terrorist 

activities from a structural standpoint. In Indonesia, combating terrorism requires 

strong cross-sectoral coordination and active community engagement, given the 

transnational nature of terrorist networks and their ability to mobilize support 

through global linkages.
70

 Therefore, international cooperation becomes indispensable, 

facilitating intelligence sharing, capacity building through training and funding, 

effective prosecution, and coordinated counterterrorism operations.
71
 Indonesia must 

strengthen institutional synergy by fostering integrated and efficient collaboration 

among agencies to optimize these efforts. True synergy involves aligning institutional 

objectives to achieve common goals; however, this remains a significant challenge in 

deradicalization programs. Many agencies pursue their agendas and resist cooperation, 

leading to fragmented responses.
72

  

A lack of communication and coordination hinders unified action, weakening 

overall program effectiveness.
73

 Preserving peace also requires empowering moderate 

actors and diminishing the influence of extremist elements through a balanced 

distribution of power in society. This includes building inclusive democratic 

institutions and implementing fair power-sharing mechanisms. While sustainable peace 

is holistic and aspirational, its implementation faces complex and evolving challenges. 

Political transitions, shifting social dynamics, and the involvement of both local and 

international actors demand continuous adaptation and strategic innovation. These 
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complexities highlight the need for persistent commitment and cross-sectoral 

collaboration to create resilient, long-term peacebuilding efforts.
74

 

To reconcile the complexities of establishing sustainable peace with the 

implementation of concrete policies, Indonesia must adopt a strategy that addresses 

structural factors and the individual and psychological dimensions of radicalization. 

Achieving lasting peace requires more than institutional reforms or legal frameworks; 

it demands a transformation of the mindsets and behaviors of individuals exposed to 

or influenced by violent ideologies.
75

 Therefore, a comprehensive deradicalization 

strategy must incorporate psychological interventions that explore perpetrators' deep-

rooted motivations and cognitive justifications.
76

 This approach is vital to 

understanding why individuals embrace extremist beliefs and how they rationalize 

violence, thereby enabling the development of more effective rehabilitation and 

reintegration programs.
77

 A psychological perspective can help identify key 

personality traits of terrorist offenders, members of extremist networks, and 

sympathizers, such as susceptibility to group pressure, the pursuit of martyrdom, 

ideological fanaticism, or emotional vulnerabilities. By understanding these traits, 

practitioners can tailor rehabilitation efforts to address personal motivations, mitigate 

radical thinking, and support behavioral change. Ultimately, integrating psychological 

insights into deradicalization policy is a critical element of any sustainable peace 

strategy, as it ensures that interventions are not punitive or procedural but 

transformative at the individual level.
78

 

To effectively combat the spread of extremist ideologies in cyberspace, 

deradicalization strategies must evolve to meet the demands of the digital age. The 

government must develop a big data-based surveillance system to detect radical 

narratives, especially those targeting vulnerable populations such as youth.
79

 In 

parallel, the government should establish digital counter-radicalization platforms that 

engage digital communities, scholars, and social media influencers to promote 

narratives grounded in the rule of law, tolerance, and peace. This initiative requires 

collaboration between the National Counterterrorism Agency (BNPT), the Ministry of 
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Communication and Information Technology, and the broader tech ecosystem to 

foster a resilient and healthy digital environment against terrorist propaganda.
80

 

Furthermore, the success of deradicalization reforms depends on a rigorous and 

transparent evaluation mechanism. The government must implement periodic 

assessments of deradicalization policies based on measurable indicators such as 

ideological shifts, recidivism rates, and successful social reintegration.
81

 In line with 

democratic values, these evaluations should involve independent oversight bodies, 

such as the Ombudsman or the National Human Rights Commission (Komnas HAM), 

to ensure that deradicalization efforts adhere to human rights standards and sound 

governance principles. Strengthening transparency and accountability in this way will 

increase public trust and enhance deradicalization's long-term effectiveness in 

promoting sustainable peace.
82

 

CONCLUSION 

The proliferation of intolerant and radical ideologies poses a threat to the stability 

of Indonesia's national security.  The deradicalization approach remains repressive 

and has not thoroughly addressed the ideological roots of radicalism, despite 

implementing various policies, such as Law No. 5 of 2018 and Law No. 22 of 2022..  

The primary obstacles are a lack of a human rights-based approach and restorative 

justice, an unintegrated institutional design, and overlapping authority between 

institutions.  This leads to inadequate program efficacy and the potential for excessive 

criminalization.  In contrast, Malaysia has exhibited relative effectiveness by 

implementing a coordinated institutional structure that includes the Royal Malaysia 

Police (RMP), the Prisons Department, and the Religious Council.  Their approach 

addresses the ideological foundations spiritually and preventively, emphasizing 

moderate religious education in collaboration with JAKIM and religious scholars.  

Consequently, Indonesia requires a comprehensive and multifaceted reform of its 

deradicalization policy.  The new approach must address psychological and 

educational dimensions to target individuals individually, and structural aspects such 

as regulation and institutional coordination.  This reform is essential for establishing a 

sustainable peace that guarantees long-term stability, social justice, and respect for 

human rights.  
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